JAEMAPTAMEHT rOCY/AIAPCTBEHHOM MNOJ/INTUKU
B COEPE OBLLIEIO OGPA30BAHUA
MMCbMO om 14 mas 2018 200a N 08-1184

Mpunoxenue N 2. MHdopmaumoHHada namsaTka AnAa odby4varowmxcs
015 pasMeLleHns Ha ouunanbHbIX MHTEPHET-pecypcax

C kaxabIM rogomM MOMOAEXN B MHTEpPHeTe CTaHOBUTCA Bonblue, a LWKOSbHUKN O4HW U3 CaMbiX
aKTUBHbIX Nnorb3oBatenen PyHeTa. Mexay Tem, NOMMMO OrpOMHOI0 KONUYeCTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 npobrnembl. 3Ta NnamsaTKka JOIMKHA NoMoYb Tebe 6e3onacHo HaxoanuTbCH B CETHU.
KomMmnbloTepHble BUpYyCbI

KomnbloTepHbIVi BUPYC - 9TO pas3HOBMAHOCTb KOMMbIOTEPHbBIX MPOrPamMm, OTANYUTENBHOM
0COBEHHOCTBIO KOTOPOU SBNSETCA CNOCOBHOCTL K pa3MHOXeHUI0. B gononHeHne K aToMy, BUPYChI
MOTYT NOBPEANTb UIM NOSTHOCTLI0 YHUYTOXUTL BCE (halinbl U AaHHble, MOAKOHTPOSIbHbIE
nonb3oBaTenNto, OT UMEHW KOTOPOro Obina 3anyLleHa 3apaXeHHas mporpaMmma, a Takke noBpeuTb
UIK Jaxe YHUUTOXNTb OMepaLoHHY0 CUCTEMY CO BceMu harinamm B Liernom. B 6onbLlumHcTBE
crny4aeB pacnpoCTPaHsAOTCH BUPYCbl YEPE3 UHTEPHET.

MeToapl 3aLMThl OT BPEAOHOCHbIX NPOrpaMm:

1. Ncnonb3yi coBpeMeHHble onepaLnOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HBIN YPOBEHb 3aLUUTbI OT
BPEAOHOCHbIX MPOrpamMm;

2. lNocTosiHHO ycTaHaBnNmMBau navtu (LnMdpoBbIe 3annaTky, KOTOpble aBTOMaTUYECKM
yCTaHaBMNMBAKTCA C Lienblo AopaboTku nporpaMmmbl) U Apyrne o6HOBMEHMS CBOEN onepaLOHHON
cuctembl. CkaumBan Ux TOMbKO ¢ odunumnanbHoro cavta paspabotymnka OC. Ecnm cywiecTyeT
pexXnumMm aBTOMaTU4ECKOro OGHOBNEHNS, BKITHOYN €rO;

3. PaboTaln Ha cBoeM KOMMblOTEpe NoJ npaBamMu Nonb3oBaTens, a He agMUMHUCTpaTopa. OTO He
No3BONUT BOMbLUMHCTBY BPEOOHOCHBIX MPOrpamMmm MHCTanMpoBaTbCsl HA TBOEM MEPCOHANIbHOM
KOMMbIOTEPE;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpamMMHbIe NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBToMaTU4ecknm obHoBneHneM 6as;

5. OrpaHunyb U3n4ecknii 4OCTYN K KOMMbITEPY AM51 NOCTOPOHHUX ML

6. Vicnonb3ym BHELWHNE HoCUTENU nHdopMmaumm, Takme Kak pneluka, guck unm gann ms
WHTEPHETa, TONbKO N3 MPOBEPEHHBLIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE dhannbl, MOMyYEHHbIE N3 HEHAAEXHbIX MCTOYHMKOB. [axe Te
oannbl, KOTOpble Npucnan TBOW 3HAaKOMbIN. Jly4ylle yTOUYHN y HEro, OTNPaBIian fiv OH Tebe ux.
Cetu WI-FI

Wi-Fi - 370 He BUA nepegayn gaHHbIX, HE TEXHONOrMS, a BCEro Nuilb 6pena, mapka. Ewe B 1991
rogy HMaepnaHackas komnaHusa sapeructpupoBana 6peng "WECA", 4to 0603Havano
cnosocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoauTcs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyrasi abbpesmaTtypa, KotTopas SIBNsSeTCsl TAKON e TEXHOMOTUEN.
3710 abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEWN
3BYKOBOM TexXHUKK Hi-Fi, 4To B nepeBoge 03Ha4yaeT "BbiCOKas TOYHOCTL".

Oa, 6ecnnaTHbI MIHTEPHET-A0CTYN B Kade, OTensX U asponopTax ABnseTcs OTIINYHON
BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HO MHOIMe aKCcnepTbl cUMTatoT, Y4To obieaocTynHble Wi-Fi
CeTU He siBNATCs 6e30nacHbIMU.

CoBeTbl No 6e3onacHoCTM paboThl B 06LeaocTynHbIx cetax Wi-fi:



1. He nepegaBan cBoto nu4yHyto nHopmaumio yepes obwepoctynHble Wi-Fi cetn. PaboTtas B HuX,
XenaTtenbHO He BBOAMUTb Naponun 4OCTynNa, NOrnHbl U Kakne-To HoOMepa;

2. Vicnonb3yn n 06HOBNAM aHTMBUPYCHLIE NporpaMmbl 1 GpaHamayep. Tem caMbiM Thbl
obe3onacub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonesoBannn Wi-Fi oTknoumn doyHkumio "O6Lwmin gocTyn K dpanam n npuHtepam”.
[aHHasa yHKUMS 3aKpbiTa N0 YMOMYaHWIO, OOHAKO HEKOTOpbIe NoSib3oBaTeNIM akTUBUPYIOT ee AN
ynobcTBa nucnonb3oBaHus B pabote unu yyebe;

4. He ncnonb3yn nyonunynsin WI-FI ons nepegaym nnyHbIX 4aHHbIX, Hanpumep Ans BbiIXxo4a B
coumarnbHble CETU UMK B 9NEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu Habope Be6-
agpeca BBoAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoun yHkumio "MoagknoveHue k Wi-Fi aBTomatnyeckun". He
Aornyckam aBTOMaTMYecKoro NoAKMYeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.
CoumnanbHblie ceTu

CoumanbHble ceTU aKTUBHO BXOAST B HaLLY XXW3Hb, MHOIME ntogu paboTatoT U XKMBYT Tam
nocTosiHHO, a B Facebook yxxe 3apernctpmpoBaH munnmnapg YenoBek, 4To ABNAETCS O4HOM
ceabMou BCeX Xutenen nnaHetbl. MHOrne nonb3oBaTesniv HE MOHMMAIT, YTO MHdOPMaLus,
pasMeLLeHHas UMM B colmarnbHbIX CETAX, MOXET ObiTb HadeHa U UCnonb3oBaHa KEM YrogHo, B
TOM 4mcne He 0b6s13aTenbHO ¢ GraruMm HaMepeHUsIMMU.

OcHOBHble cOBEeTbI N0 6€30MacHOCTM B coLMarnbHbIX CETSX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsx HE AOMKHO OblTb CIyYalHbIX N HE3HAKOMbIX
noaen;

2. 3awmuan CBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUA U APYrYO NNYHYO MHOopMaLMIo. 30yMbILLIIEHHMKMA MOTYT UCNOMb30BaThb Aaxe
MHOPMaLNI0 O TOM, KaK Tbl 1 TBOM POAMTENM NIaHMPyeTe NPOBECTU KAHUKYIbI;

3. 3awumuian cBot penyTauuio - AepXu ee B YNCTOTe U 3aaaBan cebe Bonpoc: xoten Obl Thbl,
4YTOObI Apyrue nonb3oBaTenn BUAENN, YTO Thl 3arpyxaellb? MNMogyman, npexage 4Yem 4YTto-To
onybnunkoBaTb, HaNUcaTb U1 3arpy3nThb;

4. Ecnu Tbl roBOpULLIb C JIIOABMW, KOTOPbIX HE 3HAELLb, HE UCMOSMb3y CBOE pearibHoe UMSA r
APYTY0 NMNYHYO MHAOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4elbl 1 NpoYee;

5. N3beran pasmelleHus doTtorpadun B IHTepHeTe, roe Tbl n306paXKeH Ha MeCTHOCTU, NO
KOTOPOM MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHMNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu Heob6X0aAMMO MCMONb30BaTh CIIOXHbIE NApPOnu,
cocTosLme 13 BykB 1 LUp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHOW ceTu, NoYThbl U APYIMX CaNTOB HEOOXOAMMO MCMONb30BaTh pa3Hbie Naporsu.
Torga ecnu Tebs B3NOMaKT, TO 3MT0YMbILLNIEHHWUKM NOyYaT SOCTYN TOMBKO K OAHOMY MECTY, a He
BO BCe cpaay.

OnNeKTPOHHbIe AeHbIn

OnEeKTPOHHbIE AEHbIU - 3TO OYeHb YOOOHbLIV CNOCO6 nNnaTexen, 04HaKO CyLLECTBYHOT MOLUEHHUKMN,
KOTOpble XOTAT MNONYYNUTb 3TU OEHbIN.

OnNeKTPOHHbIE AEHbIN NOSIBUINNCL COBCEM HEAABHO M UMEHHO 13-3a 3TOr0 BO MHOTMMX
rocygapcrteax 4o CMX MOpP He NPOMMCaHO MPO HMX B 3aKOHAaX.

B Poccumn e oHU OYHKLMOHUPYOT N O HUX y>Ke NPONUCaHo B 3aKOHe, rae UX pasfenstoT Ha
HECKOINbKO BMAOB - aHOHUMHbIE U HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHBbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcsa NpoBoauTb onepaumm 6e3 ngeHtudurkaumm nonb3oBaTens, a B
HEaHOHMMHBbIX MAEHTUMMKaLUNA NoNb3oBaTeNs ABnsieTcs ob6a3aTenbHON.



Takke cnefyet pasnuyaTb 3NEKTPOHHbIE hraTHble AeHbrM (paBHbl FOCYAapCTBEHHbIM BanoTam) 1
3NEeKTPOHHbIE HemaTHbIe AeHbrM (He paBHbI FOCYAapCTBEHHbIM BantoTam).

OcCHOBHble coBeThI N0 Ge3onacHoln paboTe ¢ 9NeKTPOHHbIMU AEHbramu:

1. MpuBsXxn Kk cHeTy MOBUNBHBLIN TenedoH. ITO caMbl YAOOHbIN 1 BbICTPLIN CNOocob
BOCCT@HOBUTL AOCTYMN K cHeTY. [NpuBsA3aHHbIN TenedgoH NOMOXET, ecnun 3abyaellb CBOM
nraTexHbl Naposib UK 3arngellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yn ogHopasoBble naponu. lNocne nepexoda Ha yCUNEeHHYo aBTopusaunio tebe yxe He
OyneT yrpoxaTb ONacHOCTb KpaXkn U nepexasata niaTeXHOro naponsi;

3. Bbibepu crnioxHbin napone. [NpecTynHukam 6yaeTt He NPOCTO yragaTth CrOXHbIN Naporb.
HapexHble naponu - 3To Naponu, KOTopble coaepxaT He MeHee 8 3HaKOB U BKIOYaloT B cebs
CTPOYHbIE U MPOMNUCHbIE BYKBbI, LMAPLI N HECKONBKO CMMBOJIOB, TaKME Kak 3HaK gonnapa, yHTa,
BOCKNMLUATENbHbIV 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAN CBOM NNYHbIE OAHHbIE HA canlTax, KOTOPbIM HE OOBEPSIELLb.

OneKTpoHHaA noyTa

OneKkTpoHHas noyTa - 3TO TEXHOMOrMA 1 NPeaoCcTaBNsAeMble €10 YCryrn Mo Nepechisike u
NOJTYYEHMIO 3NEKTPOHHBLIX COOBLLEHWIA, KOTOPbIE PacnpeaensitoTCs B KOMMNbIOTEPHOW CETMU.
OObIYHO 3MEKTPOHHBIN NOYTOBLIV ALLUK BbIFNAAUT crieayowmm obpasom:
MMS_Nonb3oBaTena@umsa_aomeHa. Takke Kpome nepegadm NpocToro TeKCTa, MMeeTcs
BO3MOXHOCTb nepefaBatb pansnbl.

OcHoBHble coBeThbl No 6e3onacHon paboTte ¢ 3NEeKTPOHHOW NOYTOMN:

1. Hago BbIGpaTh NpaBusbHbIN NOYTOBLINA CEPBUC. B MHTEpPHETE ECTb OrPOMHLIN BbIOOP
GecnnaTtHbIX NOYTOBbIX CEPBUCOB, OAHAKO fy4lle JOBEPSTb TEM, KOrO 3Haellb U KTO MEPBbIV B
penTuHre;

2. He ykasbiBali B IMYHOM NOYTE JIMYHYO MHGOPpMauuio. Hanprumep, nyyile BbiopaThb
"My3blKanbHbIN_haHat@" unmn "pok2013" BmecTo "Temal3";

3. Vicnonb3yn AByxaTanHy aBTopu3auunto. ITo Korga noMUMO Napons Hy>KHO BBOAUTb KOA,
npucbinaembin no SMS;

4. Bbibepu cnoxHbii naponb. s Kaxaoro noYToBOro silmka AomMKeH ObiTb CBOW HAOEXHbIN,
YCTOMYMBLIN K B3STOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMy CBOM fINYHbIA BOMNPOC, UCMOMb3YyN 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yin HECKONBbKO MOYTOBLIX ALWMKOB. [1epBbIvi 415 YacTHOW NepenncKkn ¢ agpecaTtamu,
KOTOpbIM Thbl JOBeEpsieLlb. DTO NEKTPOHHbIV aApec He Hao UCMNONb30BaTh NPU perncTpaunmn Ha
dopymax u cantax;

7. He oTkpbiBan channbl 1 Apyrve BAOXEHUs B MMCbMax, AaXe eCrv OHWU NPULLK OT TBOMX
apy3en. Jlydwe yTouHU y HUX, OTNPaBNAnNy N oHn Tebe 3Tn dannsl;

8. MNMocne okoH4YaHusa paboTbl HA MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKITAA4KM C CAaTOM He
3abyab HaxaTtb Ha "Bbintn".

Kn6ep6ynnuHr unu BupTyanbHoe nsaeBatesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLeHMaMN, CoagepaLumMmm ockopbneHns, arpeccuto,
3anyrvBaHue; XynmraHcTBo; coumansHoe BONKOTMPOBAHME C MOMOLLIbIO Pa3fMYHbBIX UHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KMbepbynnnHrom:

1. He 6pocarica B 601. Jly4wmii cnocob: NnocoBeToBaTbCA Kak cebsi BECTU U, eCNK HET TOro, K KOMY
MOXHO 06paTUTbCs, TO BHa4ane ycnokomTbes. Ecnm Tbl HAYHELb OTBEYaTh OCKOPOEHNsIMU Ha
0OCKOpbeHus1, TO TONbKO eLle 6orblle pasoxKeLlb KOHINKT;



2. YnpaBnsu cBoen kubeppenytaunen;

3. AHOHMMHOCTb B ceTn MHMMas. CyLecTBYHOT CNOCOObI BbIACHUTbL, KTO CTOUT 32 aHOHUMHbIM
aKKayHTOM,;

4. He cTOMT BECTU XyNUraHCKUii 06pas BUPTyaribHOW XU3HWU. IHTepHeT uKcmpyeT Bce TBOU
OENCTBUS U COXPaAHSAET MX. YaanuTb ux OyaeT KpaHe 3aTpyOHUTENBbHO;

5. Cobntogan cBow BUPTYasnbHY YeCTb CMOSIoAY;

6. VrHopupyn eanHnyHbii Heratme. OgHOpa3oBble 0CKOPOUTENbHbLIE COOBLLEHUSA NyYlle
urHopupoBaTb. OBbI4YHO arpeccusi NpekpaLlaeTca Ha HadYanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHMAMUN, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb GJTOKMPOBKM OTNPaBKM COOOLLIEHNI C ONpeaeNneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBOM OENCTBUS: BbICTYNUTL NPOTUB NpecneaoBaTens,
nokasaTb emy, YTO ero AeNCTBUS OLEHNBAIOTCS HEraTMBHO, NOALEPXKaTb XKEPTBY, KOTOPOM HYXHa
ncmxonornyeckasi MOMOoLLb, COOOLLMTbL B3POCNbIM O ddakTe arpeCccMBHOrO NOBeAeHNS B CETU.
Mo6unbHbIV TenedoH

CoBpeMeHHble cMapTdOHbI 1 MMaHLWeTbl cogepxaTt B cebe BnosiHe B3pOCIbin OyHKUMOHAn, 1
Tenepb OHW MOTYT KOHKYpMpOBaTb CO CTaLUOHapHbIMK KOMMbloTepamu. OgHako, CpeacTB 3aluTbl
ANsa Nogo6HbIX YCTPOMCTB Noka 04YeHb Mano. TecTupoBaHmMe 1 NOUCK YSI3BUMOCTEN B HUX
NPOUCXOANT HEe TaK MHTEHCMBHO, kak ans MK, To xe camoe kacaeTcst 1 MOOUIbHbIX MPUITOXEHWNIA.
CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NpakTU4eCckM AOrHanu HacTosbHblE aHarnorm, 0gHako
paclumpeHne yHKLMoHana Bne4veT 3a cobon 6oMbLUy CIOXHOCTb U MEHbLUYH 3aLLMLLEHHOCTD.
[aneko He Bce NPON3BOANTENN BbINyCKatOT OOHOBMNEHWS], 3aKpbIBalOLLNE KPUTUYECKNE YA3BMMOCTH
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl And 6e3onacHOCTU MOBUNbHOro TenedoHa:

Hwuyero He aBnsieTca no-HactoswemMy 6ecnnaTHbeIM. Byab ocTopoxeH, Beab koraa Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThI KAKMe-TO MnaTHbIe yCnyru;
Oymaii, npexae yem otnpasutb SMS, oTo nnm Buaeo. Tel TOYHO 3HaeLWb, rae oHn OyayT B
KOHEYHOM uTore?

HeobxoanMmo 06HOBNATE ONepaLnoOHHY0 CUCTEMY TBOEro cMapTdoHa;

Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl 4511 MOOUIbHBIX TENEOHOB;

He 3arpyxan npunoxeHnsa oT HEM3BECTHOIO MCTOYHMUKA, BEOb OHN MOTYT codep)aTb BpegOHOCHOe
nporpaMmHoe obecneyeHue;

[Mocne Toro Kak Thbl BbIMAELb C CanTa, rae BBOAWUS IMYHYI0 MHDOPMaLMIo, 3aan B HACTPOMKK
OGpaysepa u yaganu cookies;

Mepuoanyeckn NpoBepsin, Kakme nraTHbIe YCyrn akTUBUPOBaHbI HA TBOEM HOMEPE;

[aBali cBol Homep MOBUNbHOro TenedoHa TOMbKO NIAAM, KOTOPbLIX Thbl 3HAELLb U KOMY
AOBepSeELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He Nonb3yelbes. He 3abbiBan nHoraa
npoBepsTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHNaNH-UrPbI - 3TO KPACOYHbIe, 3axXBaTbiBalOLME pa3BrieveHns, obbeguHsaoLwme
COTHM ThICAY YenoBeK MO BceMy mupy. Nrpokn nccneayroT OaHHbIA MM MUp, obLarTcs Apyr ¢
OPYrom, BbIMOMHSAIOT 3a4aHuUs, cpaXKarTcs C MOHCTPaMM 1 NOMy4aroT OnbIT. 3a YAOBOMbLCTBUE OHU
nnaTaT: NoOKynatT AMCK, onnadnBatoT aboHEMEHT UM NpuobpeTatoT Kakne-To onumu.

Bce aTm cpeactBa nayT Ha NnogaepkaHue u pasBuTUe Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYHOTCHA CUCTEMbI aBTOPM3aLIMN, BbIMyCKaTCS HOBbIE Natyun (LMdpoBble 3ansiaTku
OS5 nporpaMm), 3akpblBaOTCA YA3BMMOCTU CEPBEPOB.



B nogo6HbIX urpax CTouT onacaTbCsi He CTOMNbKO CBOMX COMEPHUKOB, CKOJTbKO KpaXkn TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopusauumn GoMbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro UFPOBOrO akKkayHTa:

1. Ecnu gpyron urpok Beget cebs nioxo unm co3gaet tebe HenpuATHOCTM, 3abNoKMpyn ero B
CMUCKE UrPOKOB;

2. MNMoxanynca agMUHUCTPaTopam Urpbl Ha nioxoe NoBedeHne 3TOro Urpoka, XenatenbHo
NPUNOXUTb Kakne-To AoKasaTenbCTBa B BUAe CKPUHOB,

3. He ykasbiBal nu4Hyto nHGOpMauuio B npodanne urpsbl;

4. YBaxan Opyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnueai HeodmumnaneHble NaTtyn U Moabl;

6. Vicnonb3yn CrnoXxHble 1 pasHble naponu;

7. Daxe BO BpeMs Urpbl HE CTOUT OTKNOYaTb aHTUBUPYC. Moka Tbl Urpaellb, TBOW KOMMbIOTEP
MOTyYT 3apasnTb.

DULIMHI UMK KpaXa NMUYHBbIX AaHHbIX

OObI4HOM Kpaxken AeHer U JOKYMEHTOB CErofHS y>Ke HUKOro He YAUBWLLb, HO C pa3BUTUEM
WHTEPHET-TEXHOMOIMIN 3rI0YMBbILLIIEHHUKN NEPEMECTUNNCL B MHTEPHET, N NPOAOIKaoT
3aHuMaTbCs "ndumMbiM" aenowm.

Tak nosiBUNachb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA UM (OULLIMHT, FMaBHas Liefb KOTOPOro
COCTOUT B Nosly4eHun KoHUAeHUManbHbIX JaHHbIX NONb30BaTeNnen - NOrMHOB 1 napornen. Ha
aHrnumnckoMm ssbike phishing untaetca kak uwunHr (ot fishing - peibHasa noens, password -
naponb).

OcHoOBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa Gbina B3anomaHa, To
HeobxoaMMo 3abnokMpoBaTh €€ U COOOLMTL aaMUHUCTPaTOpam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Nicnonb3yn 6e3onacHble Be6-CanThbl, B TOM YMCIE, UHTEPHET-Mara3mHoB U NOUCKOBbLIX CUCTEM;
3. Nicnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnu Tebsi B3fomaroT, TO
3M0YMBbILLMEHHMKN NOfyYaT AOCTYN TONbKO K OOHOMY TBOEMY NPOUIIIO B CETU, @ HE KO BCEM;
4. Ecnn Tebs B3nomanu, To HeobxoauMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
nobaBneHbl y Tebsi B Apy3bsix, O TOM, YTO Tebsi B3nomManu U, BO3MOXHO, OT TBOEro MMeHu byaeT
paccbinatbCs cnam 1 CCbIKN Ha PULLNHIOBbIE CaNThbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;

6. OTknoYM coxpaHeHne napong B bpaysepe;

7. He oTkpblBan cansibl 1 Apyrve BrOXeHUsA B NMMCbMax, JaXe eCrv OHW NPULLIKN OT TBOMUX
Apy3en. Jlydle yToYHN y HUX, OTNPaBNSANn N OHKU Tebe 3Tu dannsi.

LUuncdpoBas penytaumusa

LincppoBas penytaums - 3T0 HeraTUBHasi Unu No3nTUBHas MHopmaLms B cetn o Tebe.
KomnpomeTupytowasa nHpopmMauums, pasMmeLleHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pa3om
OTPasnTbCH Ha TBOEW pearibHOM Xn3HW. "Lindposasa penytaums” - 3To TBOM MMUOXK, KOTOPbIN
dopmupyeTtcsa u3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOSMOXeEHNE, OCOBEHHOCTU XapakTepa 1
pacckasbl 0 6rIM3KNX - BCE 3TO HaKannMBaeTCcs B CETU.

MHorne nogpocTkU NErkoMbICIIEHHO OTHOCATCA K ny6nukaumm nnyHon nHgopmauum B MHTepHeTe,
He NOoHMMas BO3MOXHbIX NOCNeACTBUNA. Thl Jae HE CMOXELUb AoragaTbCs O TOM, YTO
doTtorpadus, pasmeleHHas 5 net Hasag, cTana NpMYnMHOM OTKasa NpuHATb Tebst Ha paboTy.



KommeHTapuu, pasmelleHne TBomx doTtorpaduii u apyrne 4ENCTBUS MOTYT HE MCHE3HYTb Jaxe
nocre Toro, Kak Tbl UX yAanuilb. Tbl HEe 3HaeLlb, KTO COXpaHun aTy nHgopmalmio, nonana nm oHa
B MOWCKOBbIE CUCTEMbI U COXpPaHWUMAach NN OHa, a rMaBHoe: YTO NOAYMaloT 0 Tebe oKpyxatoLne
nau, KoTopble HanQyT M YBUAAT 3T0. HanTn nHopmMaLmio MHOro neT CnycTs CMOXeT nobon -
Kak 13 gobpbix NobyxaeHun, Tak U C HAMEPEHNEM NPUYNHUTD Bped. OTO MOXET ObiTb KTO YrogHo.
OCHOBHbIe COBEThI MO 3aLMTE LMGPOBOM penyTaLmm:

1. NMoayman, npexage 4Yem 4To-To Ny6nmkoBaTh U NepeadaBaTh y cebsa B 6nore nnu B coumarnbHOM
cetu;

2. B HacTporkax npounga ycTaHOBU OrpaHUYeHnst Ha NPOCMOTP TBOEro nNpochuns n ero
COLEPXKMMOro, caenan ero Tonbko "gna gpysen”;

3. He pasmeLuali 1 He ykasbiBar MHOPMALMIO, KOTOpasi MOXKET KOro-rmbo ockopbnsaTb nnm
obuxaTtb.

ABTOpckoe npaBo

CoBpeMeHHble LLKOSTbHUKM - akTUBHbIE MOMb30oBaTenu LMgpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO NOSIb30BaHNE MHOTMMUN BO3MOXHOCTAMM LIMGPOBOro Mupa Tpebyet
cobnoaeHns npaB Ha MHTENNEeKTyanbHy0 COBCTBEHHOCTb.

TepMuH "MHTENNekTyansHas CO6CTBEHHOCTL" OTHOCUTCA K PasnmMyHbIM TBOPEHUSM YENOBEYECKOrO
yMa, HauyMHas C HOBbIX N306peTEHMI N 3HAKOB, 0003HaYaLWmMX CO6CTBEHHOCTb Ha NPOAYKThLI U
yCryru, 1 3akaH4mBas kHuramu, dotorpaumsmMmm, KWHOPUNbMaMn U My3blkansHbIMU
npoun3BeaeHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTeNMeKTyanbHy COOCTBEHHOCTb HA NMPOU3BEAEHUSA HAYKM,
nutTepaTtypbl U UCKycCTBaA. ABTOPCKME NpaBa BbICTYNalT B KAYeCTBE rapaHTuUuU TOro, 4YTo
WHTENNEeKTyanbHbIA/TBOPHECKUI TPy aBTopa He ByaeT HanpacHbIM, JAacT eMy cripaBeasiuBbie
BO3MOXHOCTU 3apaboTaTtb Ha pe3ynbTaTax CBOEro Tpyaa, NonyynTb N3BECTHOCTb U MPU3HAHMWE.
HukTo 6e3 paspelleHus aBTopa He MOXET BOCNPOUN3BOAMUTbL €ro NPoM3BeAeHNE, pacnpoOCTPaHATb,
nybnnyHoO 4eMOHCTpMpOoBaTh, NpofaBaTh, MMMOPTMPOBAThL, NyCckaTb B NpokaT, ny6nn4Ho
WCMONHATb, MOKa3blBaTb/MCMOMHATE B 3¢hmpe unm pasmewlaTb B IHTepHeTe.

Mcnonb3oBaHwue "nmpaTckoro” nporpaMMHOro obecrneyeHns MoxeT NPUBECTU K MHOTUM pUCKaM: OT
noTepu AaHHbIX K TBOMM akkayHTam 40 GrTOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHOBIEHa
HeneranbHas nporpamma. He ctout Takke 3abbiBaTh, YTO CYLLECTBYIOT feranbHble 1 becnnaTHble
nNporpamMmbl, KOTOPbIE MOXHO HANTW B CETW.

O noprane

CeTeBMYOK.p - TBOW MaBHbIV COBETYUK B CETU. 34€Chb Thl MOXELLb y3HaTh 0 6€30NacHOCTH B
CEeTU MOHATHLIM 1 JOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUM KPUTUYECKON CUTYaLmMmn 06paTuTbCs
3a coBeTOM. A TaKkKe NPUHATb y4acTue B KOHKypcax 1 cTaTb CaMbiM LUAPOBLIM rpaXKaaHuHOM!



